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puter containing the names and Social

T

% Ccul bers of 16,500 current and former MCI Inc.

employees was stolen ... “ [Noguchi, 2005]

- ,Iron Mountain ... also lost tapes holding information on
600,000 current and former Time Warner workers.“ [Reuters,
2005]




Partial encryption
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/ ary“ encryption (saves CPU cycles)
eys for different files

drawbacks:
~ meta data is not encrypted

« leakage risk



copies of

ition/OS crash, these copies usually
acrypted in the filesystem.

=

/
temporary copies are deleted afterwards, the data
still remains on the medium until physically overwritten.

> The swap partition represents an additional leakage risk.




The “leakage risk” (cont
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itself irrelevant.
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- alternative media (e.g. 8cm CD-R/W) work, but are
less convenient

> Write access is not a requirement for operation (only

for the set-up)
13







Requirements

ol TO

=

- the FreeBSD installation disc (disc 1) also includes a 'fix-it'

Ve filesystem

> a graphical desktop environment, bootable from CD, is
available at www.freesbie.org

> notebook/machine (capable of booting from a USB drive)


http://www.freesbie.org/

FreeBSD's device } name =

=)

TV N Y Y

- device indexing starts at 0, for more information see the
appropriate man pages (e.g.: da(4), md(4) )

- the kernel output during the booting process lists the
recognized devices, see /var/run/dmesg.boot



FreeBSD s device name space(
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themselves called partitions and indicated by
1 lette r the slice number:

of the st slice on the

<3 'isthe of the third slice on the

17



The usual disclaimer
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(another) important disclaimer

ing these

up !

djust

for a

paths to your set




Cleaning the hard disk(s)
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> Adjust ad0 to your actual set-up and double-check
before hitting Enter' !!!!
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Intro duCing | GBDE
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» for more information, see geom(4) and gbde(4)



GBDE: Initializatiogh




The lockfile
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ther medium (the removable boot medium) is

needed ¢ yway, we can increase security a lot more by
ng the lockfile from the encrypted data!

passphrase + locktile:

two-factor authentication



The lockfile (cont'd) -

oSt or destroyed), even know-
yield access to the decrypted

for a detailed description of GBDE's design see:
- gbde(4)

> Poul-Henning Kamp's paper “GEOM Based Disk Encryption*®
[Kamp, 2003]



e suffix' '« ' will be created:
provides access to the cipher text
provides access to the plain text

- after attaching, the plain text device node (.bd¢) can be
partitioned, formated, mounted, etc. just like the original 'ad0
node

!




GBDE attaching and detaching
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/ ONg as a storage area is attached, it is
exposed to the same kind of threats as any
other data accessible through the system

28
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freeBSD) will be used on the
1 k) and start partition-
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/
| dlabel w idev/adobde
# bsdlabel -e /dev/ad0.bde



Partitioning the encrypted device (cont

#/dev/ad0.bde:
8 partitions:

osal

2R BERY

Y1110

\J 1 U/

> for details see bsdlabel(8)



Partitioning the encrypted device (cont'd)

# /dev/ad0.bde:
8 partiti —

-
5=— ’vi!

00 KB boo /dev/ad0.bdea

/// /dev/ad0.bdeb

(mountable anywhere, e.g. home directory)



sitec
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ioned, the partitions would have
ly afterwards — resulting in different

> /dev/adOb.bde
> etc.
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de(8) to encrypt the FreeBSD slice:
fdeviadOsl.bde

> use bsdlabel(8) to partition the encrypted FreeBSD slice:
tdev/adOsl.bdea, /dev/adOsl.bdeb, etc.



Creating the filesystem

> for details consult newfs(8)




InStalling FreeBSD =
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> post-installation adjustments
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— //// - version) contains one
ch distrikt talhng 1 -c is mandatory
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# cd /dist/ 5.4-RELEASE/ base && ./install.sh

- repeat step two for each distribution you want to install
(replace Hase with the appropriate name)



Now what?
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boot med

We now have to set up the removable



SllClng the boot medi

S I1 11

Y 11 CO71 N

| 1 1

T O
) | — | ]
EEEEE =

// eate at least one slice > 8 MB (recommended: > 25 MB), do
not forget to make it bootable



Par titioning the boot mei —
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ysinstall creates the partition and the filesystem on it and also
ts it on the just specified location: /removable



Copying the required files




The kernel modul =
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| € ) | (| |

///////”f 1_bde.ko must be loaded in advance:

5 deload:\ “YES\“>> /removable/boot/loader.conf

itional/ third party modules are needed at boot time,
they must be copied to ' Hhooi/kernel/ and appropriate entries
added to ' Hhoot/loader.cont (defaults can be found in /boot/
defaults/loader.conf)



The kernel modules (cont'd

| )| 2% o8 2
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OIER F
.......

> tnake sure you keep the code on the removable medium in
sync with the fixed medium (do NOT mix different versions/
releases/branches)
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> with GBDE, the kernel must mount an unencrypted root
filesystem, which contains the tools necessary for mounting
the GBDE encrypted disk



The problem with €

BR
BERRESIA

EEDSE
111

[ Y11 [ 2% ]
111 | O

pointing from the memory disk to the encrypted hard disk



ate a filesystem on it and mount it (/emdisk);
# newts /dev/mdl
# mount /dev/mdl /memdisk
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ixed/etc/rc /memdisk/etc/
cp /very/sate/place/locktfile /memdisk/etc/

T CU

> important: the GBDE lockiile is modified each time the
passphrase is changed!



, ar rescue
disk

tar -xvt /fixed/tmp.tar
# rm /fixed/tmp.tar




Creating the symlinks

isk/safe

d

A
iy
A



ed by init(8), the added commands take care

~ ofat / encrypted boot partition and then mount it

and symlink it so that it points to the complete directory on
the encrypted disk — thus providing everything else for a
successful boot

- after these added commands, the normal rc(8) operation will
resume — completing the whole booting process 49



Integl‘ating the memory di
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mfsroot load="YES"
misroot_type="mfs_root"
mfsroot name="/boot/mfsroot"



The memory disk: how it v
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itis not even necessary to create /©c/ stab in order

7 / .
0 mount the root filesystem

> more information can be found in md(4)



The swap partition

he ted swap partition to the system,
tc/ . . on the encrypted hard



Post-installation issue

: order to install the system, we
ant set mezone, keyboard

customizing, installing packages (using pkg add(1)), etc.



%”—5




Introducing GEILI %

without the need for reformatting

dedica re for accelerating cryptographic

L J1)C 1

> allows kernel to mount encrypted root filesystem



Getting started with GEL]

structs the GELI kernel module to ask for

sphrase if an enc d partltlon has been found

dev1ce node will be available before the kernel mounts the
root filesystem



New PrOblemS with C
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- trade-off between better usability/maintainability and
increased security
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— partitioned, again using bsdlabel instead of sysinstall:

# bsdlabel -w /dev/ad0.eli
# bsdlabel -e /dev/adO.eli






# echo geom_eli_load=\"YES\“ >> /removable/boot/loader.conf




The memnmonr dl 1 —
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# echo “/dev/adO.elia [/ ufs 1w 1 1“>>/removable/etc/fstab

- the swap partition as well as all other partitions must be
specitied in /cic/istab on the encrypted hard disk
# echo “/dev/ad0.elib none swap sw 0 0>>/fixed/etc/fstab

61
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Post-installat
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(s) on the fixed

ause we do not want to look

encrypted applications and user data in a transparent way

> now we can (and should!) detach/remove the removable
medium




Recommended way of deploym
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= > E, changing the passphrase will also change the
/ ontents of the lockfile !

> remove/detach the boot medium as soon as the system is up
(if you boot from a CD, do not leave it in the drive)



£or VAL OWIlSafe

= r passphrase, write it down —
lace tFom data and lockfile;

e e EEi

ol the lockiile/Keylile (keep the copy in a secure place too)

- if you backup the data itself in plain text, be aware that this
represents a potential risk



What complete disk encryption does not —
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jon must always be mounted, its data does not
= : :
dditional protection as long as the system is up

> both GBDE and GELI cannot protect against attacks relying on
compromising the hardware



What complete disk encryption doe
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~ data on the hard disk can no longer be accessed by
circumventing OS or host machine defenses



Trade-offs
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refully set up and the removable medium must also be
kept up-to-date (security patches, version upgrades, etc.)

> _o v cicnce: each time the system is booted, the
removable medium must be attached/inserted and the
passphrase be typed in; booting from the removable
medium usually causes an additional delay



Complete hard disk encryption

/ diskkon a different
cLmven hoest machine

compron Sing program code in order to leak the
n key or the encrypted data itself



Summing u
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work together to form the whole

- keep the data on both the hard disk and the removable
medium up-to-date and in sync

> understand what complete hard disk encryption does protect
and it does not
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> [Reuters, 2005]

Reuters, Stolen PCs contained Motorola staff records
hitp:/inews.zdnet.co.ukl/internet/security/0,39020375,39203514,00.hitm
June 13, 2005



