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Overview

* FreeBSD quick intro

* FreeBSD security handling
» Keep yourself up-to-date

e "Case study”



FreeBSD quick introduction

* Base system
- CURRENT, -STABLE, -RELEASE branches
* Ports Collection

« Committers have CVS access
 Core team, elected "political” leaders



Security Team organization

(September 2007)
e

Security Officer
Colin Percival

Security Officer Team (so@)
Simon L. Nielsen, Robert Watson

Security Team (secteam(@)
Marcus Alves Grando, Remko Lodder,
George V. Neville-Neil, Philip Paeps,
Christian S.J. Peron, Dag-Erling C. Smergrav




Authority

» Security Officer chosen by the old Security
Officer

» Security Officer approved by Core team
» Security Officer vets Security Team



Security Officer Charter

» Keeping the community informed of bugs,
exploits, popular attacks, and other risks.

* Acting as a liaison on behalf of the FreeBSD
Project with external organizations regarding
sensitive, non-public security issues.

* Monitoring the appropriate channels for reports
of bugs, exploits, and other circumstances that
may affect the security of a FreeBSD system.

... http://security.FreeBSD.org/charter.html



Handling of security issues
-~~~
» Evaluation of severity
« Warn FreeBSD.org Admins Team, if needed
* Contact domain experts
» Create / test bugfix (patch)
» Coordinate within FreeBSD (re, portmgr)
* Prepare security advisory
» Coordinate with other vendors
« Commit fix and send out advisory



Finding out about issues

 Public resources

» Bugtraq, full-disclosure
* Secunia
* FreeBSD mailing lists, GNATS

* Private
» secteam@), security-officer@
* VVendor coordination
» vendor-sec, US-CERT, CPNI (was NISCC)



Supported FreeBSD versions
-~~~
 Normal support — 1 year
 Extended support — 2 years
* 5.5, 5-STABLE (EoL May 31, 2008)
 6.1,6.2, 6-STABLE (EoL May 31, 2008...)



Vulnerabillity types

Remote code execution

Remote denial of service (DoS)
Local privilege escalation
Local denial of service



Security Advisory

FreeBSD- SA- 07: 03. i pv6 Security Advisory
The FreeBSD Proj ect
Topi c: | Pv6 Routing Header O is dangerous
Cat egory: core
Modul e: | pv6
Announced: 2007-04- 26
Cedits: Phi | i ppe Biondi, Arnaud Ebalard, Jun-ichiro itojun Hagino
Af fects: Al'l FreeBSD rel eases.
Correct ed: 2007-04-24 11:42:42 UTC (RELENG 6, 6. 2-STABLE)
2007-04-26 23:42:23 UTC (RELENG 6 2, 6. 2- RELEASE- p4)
2007-04-26 23:41:59 UTC (RELENG 6 1, 6. 1-RELEASE-pl6)
2007-04-24 11:44: 23 UTC (RELENG 5, 5.5- STABLE)
2007-04-26 23:41:27 UTC (RELENG 5 5, 5.5- RELEASE- pl12)

CVE Nane: CVE- 2007- 2242

| . Backgr ound

| Pv6 provides a routing header option which allows a packet sender to
I ndi cate how t he packet should be routed, overriding the routing know edge
present in a network. This functionality is roughly equivalent to the
“source routing" option in IPv4. Al nodes in an |IPv6 network -- both
routers and hosts -- are required by RFC 2460 to process such headers.



Security Advisory...

1. Problem Description

There is no nechanismfor preventing | Pv6 routing headers from bei ng used
to route packets over the sanme |ink(s) many tines.

I11. | npact

An attacker can "anplify" a denial of service attack against a |ink

bet ween

two vul nerabl e hosts; that is, by sending a small volune of traffic the
attacker can consune a much |arger anount of bandw dth between the two
vul ner abl e hosts.

An attacker can use vul nerable hosts to "concentrate" a denial of service
attack against a victimhost or network; that is, a set of packets sent
over a period of 30 seconds or nore could be constructed such that they
all arrive at the victimwthin a period of 1 second or |ess.

Q her attacks may al so be possi bl e.



Security Advisory...

V. Sol uti on

NOTE WELL: The sol uti on described bel ow causes | Pv6 type 0 routing headers
to be ignored. Support for IPv6 type O routing headers can be re-enabl ed

i f required by setting the newly added net.inet6.ip6.rthdrO_all owed sysctl
to a non-zero val ue.

Perform one of the follow ng:

1) Upgrade your vul nerable systemto 5-STABLE, or 6-STABLE, or to the
RELENG 6 2, RELENG 6 1, or RELENG 5 5 security branch dated after the
correction date.



Security Advisory...

2) To patch your present system

The foll owi ng patches have been verified to apply to FreeBSD 5.5, 6.1,
and 6.2 systens.

a) Downl oad the relevant patch fromthe |ocation below, and verify the
det ached PGP signature using your PGP utility.

# fetch http://security. FreeBSD. or g/ pat ches/ SA-07: 03/i pv6. pat ch
# fetch http://security. FreeBSD. or g/ pat ches/ SA-07: 03/i pv6. pat ch. asc

b) Apply the patch.

# cd /usr/src
# patch < /path/to/ patch

c) Reconpile your kernel as described in
<URL: htt p://ww. FreeBSD. or g/ handbook/ ker nel confi g. ht M > and reboot the
system



Security Advisory...

VI. Correction details

The following list contains the revision nunbers of each file that was
corrected in FreeBSD.

Br anch Revi si on
Pat h

src/sys/ netinet6/in6.h 1.35.2.5
src/sys/netinet6/in6 _proto.c 1.29.2.5
src/ sys/ netinet6/route6.c 1.10.4.2
RELENG 5 5

src/ UPDATI NG 1. 342.
src/ sys/ conf/ newers. sh 1.62
src/sys/ netinet6/in6.h 1.
src/sys/netinet6/in6_proto.c
src/ sys/ netinet 6/ rout e6. c




Security Advisory...

VI|. References
http://ww. secdev. org/conf/ | Pv6_RH security-csw07. pdf
http://cve.mtre.org/cgi-bin/cvenane. cgi ?nane=CVE- 2007- 2242

The latest revision of this advisory is avail able at
http://security. FreeBSD. or g/ advi sori es/ FreeBSD- SA- 07: 03. i pv6. asc

----- BEG N PGP SI GNATURE- - - - -
Version: GuPG vl. 4.6 (FreeBSD)

| DBDBQFGVB/ CFdal BMps371 RAU30AJI9INDSBQet af G6QPf 8pJ SA7Fwk 60l QCePVgO0
2T40P] Auy PYX9bknPOEAdf s=

=MGsTg

————— END PGP S| GNATURE- - - - -




FreeBSD Ports Collection
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http://www.FreeBSD.org/ports/growth/status.png



Ports Collection security
-~~~
 More than 17500 ports
» Security advisory
» Security notes

 VuXML (Vulnerability and eXposure Markup
Language)

* Maintainer normally fixes ports
* Maintainer bypass



VuXML example

<vul n vi d="dc8c08c7-1le7c- 11db- 88cf-000c6ec775d9" >
<t opi c>apache -- nod rewite buffer overflow vulnerability</topic>
<af fects>
<package>
<nane>apache</ nane>
<range><ge>1. 3. 28</ge><|t>1. 3. 36_1</1t></range>
<r ange><ge>2. 0. 46</ ge><lt>2. 0. 58 2</ |t ></range>
<range><ge>2. 2. 0</ ge><It>2. 2. 2_1</I1t></range>
</ package>
</ af fect s>
<descri pti on>
<body xm ns="http://ww. w3. org/ 1999/ xhtm ">
<p>The Apache Software Foundati on and The Apache HITP Server
Project reports: </p>
<bl ockquote cite="http://marc.theai nsgroup. coni ?| =apache- htt pd-
announce&anp; n=115409818602955" >
<p>An of f-by-one flaw exists in the Rewite nodul e,
nmod rewite, as shipped wth Apache 1.3 since 1.3.28, 2.0
since 2.0.46, and 2.2 since 2.2.0.</p>



VuXML example...

<p>The Apache HITP Server project thanks Mark Dowd of MAfee
Avert Labs for the responsible reporting of this
vul nerability. </ p>
</ bl ockquot e>
</ body>
</ descri ption>
<ref erences>
<certvu>395412</certvu>
<cvenane>CVE- 2006- 3747</ cvenane>
<m i st
negi d="44CA22D9. 6020200@pache. org">htt p:// marc. t heai nsgr oup. coni ?| =apac
he- ht t pd- announce&anp; m=115409818602955</ nl i st >
</references>
<dat es>
<di scover y>2006- 07- 27</ di scovery>
<ent ry>2006- 07- 28</ entry>
</ dat es>
</ vul n>



VuXML.org web site

FreeBSD VuXML

Documenting security issues in FreeBSD and the FreeBSD Ports Collection

Security issues that affect the FreeBSD operating system or applications in the FreeBSD Ports Collection are documented
using the Vulnerabilities and Exposures Markup Language (VuXML). The current WuxML document that serves as
the source for the content of this site can be found:

+ in the FreeBsSD Ports Collection repository, path ports/security/vuxml/vuln. xml
« as a local copy
+ as a local copy, compressed with bzipz

Flease report security issues to the FreeBSD Security Team at <security-team@FreeBSD. org=. Full contact details,
including information handling policies and PGF key, can be found on the FreeBsSD Security page.

entry date index

by package name|lby topic||by CWVE name||by entry date| by modified date ||by ‘VuxML ID

Entered Topic
2006-08-17  horde -- Phishing and Cross-Site Scripting “ulnerabilities
2006-08-15  globus -- Multiple tmpfile races
2006-08-13  alsaplayer -- multiple vulnerabilities

mysqgl -- format string vulnerability
postgresgl -- encoding based SQL injection



VuXML.org web site

— e s
— Pl |. i .
Freebol) WUAML,

X11lvnc -- authentication bypass vulnerability | cowmening

SeCUrily (sslles in

FreeB50 anag the
FreeBSD Poris
Affected packages Collection

xllvnc < 0,8.2

Details

VuxXML ID  9dda3ffl-2b82-1ldb-abel -08belcled3Ba

Discovery  2006-03-08
Entry 2006-08-13

Ludwig Mussel reports that x11vncis vulnerable to an authentication bypass vulnerability. The vulnerability is caused by
an error in auth.c. This could allow a remote attacker to gain unauthorized and unauthenticated access to the system.

References

Bugtraq ID 18977
CVE Name CWVE-Z2008-2450
URL http://bugs.debian.org/376824

Copyright © 2003-2005 Jacgues VVidrine and contributors.
Please see the source of this document for full copyright information.



portaudit

$ portaudit -a

Af fected package: cacti-0.8.6g 41

Type of problem cacti -- ADOdb "server.php" Insecure Test Scri pt
Security |ssue.

Ref erence: <http://ww. FreeBSD. or g/ ports/ portaudit/79c1154d- d5a5-
11da- 8098- 00123f f e8333. ht m >

Af f ect ed package: ghostscript-gnu-7.07_13

Type of problem ghostscript -- insecure tenporary file creation
vul nerabi lity.

Ref erence: <http://ww. FreeBSD. or g/ ports/portaudit/27a70a01-5f 6¢-
11da- 8d54- 000cf 18bbe54. ht m >

2 problem(s) in your installed packages found.

You are advised to update or deinstall the affected package(s)
| mmedi ately.



Other jobs

* Maintenance of secteam systems
* Portsnap
* freebsd-update



Keep yourself up-to-date
-
 Subscribe to freebsd-announce
e Portaudit
* freebsd-update
* Bugtraq, full-disclosure, Secunia



rc.d/jail race - SA-07:01 jall

e 2006-12-21 — Initial report

e 2006-12-29 — re@ poked

e 2007-01-01 — First draft patch

« 2007-01-07 — cperciva "breaks” patch
« 2007-01-11 — Advisory released

e 2007-01-15 — FreeBSD 6.2 released



Apache - CVE-2006-3747

e 2006-07-25 NISCC

e 2006-07-25 Fix FreeBSD.org systems
e 2006-07-25 vendor-sec

e 2006-07-27 Advise port maintainers...
e 2006-07-27 Fix committed



Patch CVE-2006-3747

--- src/ nodul es/standard/ nod rewite.c (revision 421288)
+++ src/ nodul es/ standard/ nod rewite.c (working copy)
@ -2736,7 +2736,7 @D

int ¢ = 0O;

token[0] = cp = ap_pstrdup(p, cp);
- while (*cp & c < 5) {
+ while (*cp & c < 4) {
if (rop =="7") {
t oken[ ++c] = cp + 1;
*cp = '"\0';



The End




